Web Service Configuration

To use the features of dynamic revocation, number of accesses and number of prints
(additional access rights control), you should configure the web service and SQL first.
Please follow the steps as below:

1. Configure the Web Service on your on-premise RMS server.

a) Logon RMS server as Administrator.
b) Download the Web Service zip
from: For X86:
http://cdn01 .foxitsoftware.com/pub/foxit/rms/configtool/WebService_32.zip
For X64:
http://cdn01 .foxitsoftware.com/pub/foxit/rms/configtool/WebService_64.zip

c) Unzip the Web Service zip and get the fxrmsext from it.
d) Copy the fxrmsext to C:\inetpub\wwwroot\_wmcs.
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e) Run “Internet Information Services” (lIS).
f) Right-click “_wmcs", and then choose “Add Application...”.
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g) Input the following information into the Add Application dialog box.


http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_32.zip
http://cdn01.foxitsoftware.com/pub/foxit/rms/configtool/WebService_64.zip

® Alias: fxrmsext

® Application Pool: DRMSAppPool1
® Physical path: C:\inetpub\wwwroot\_wmcs\fxrmsext
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h) To avoid

repeated

authentication, we should disable the

Windows

Authentication and enable the Anonymous Authentication. Click “fxmsext” in
Connections Pane, and then double-click “Authentication”.
NOTE: For data communication security, PDFs will be encrypted with AES

algorithm by default.
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i) Enable the “Anonymous Authentication” and disable the “Windows Authentication”.
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2. Configure the SQL.
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Anonymous Authentication Enabled
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Forms Authentication Disabled
Windows Authentication Disabled
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Navigate to C:\inetpub\wwwroot\_wmcs\fxrmsext.
Right-click “Web.config" file -> “Open with” -> “Notepad".
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If you want to log on to the SQL Server through Windows Authentication, you

just need to alter the SQL Server information by inputting the IP address or

computer name and then saving the change.
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<appSettings>

<add key="MyDB"

value="ServersSQL2005|, DataBase=RMSExtService;

Integrated Security=SSPI; Persist Security Info=False" >

</add>

NOTE: If the computer name include ] please ensure you are using SQL 2012

version or higher.

d)
follow the steps:

i. Copy

“Server=5SQL2005; DataBase=RMSExtService; User

If you want to log on to the SQL Server through SQL Server Authentication, please

ID=myUsername;



Password=myPassword".
ii. Paste and replace “Server=SQL2005; DataBase=RMSExtService;
Integrated Security=SSPI; Persist Security Info=False".

He Edt_Format View Hep

<?xml version="1.0"?>

<configuration>
o e
|“Server=SQLZBBS; DataBase=RMSExtService; User ID=myUsername; Password=myPassword"
-
<appSettings> \
<add key="MyDB"
value%“sarver=sngeBS; DataBase=RMSExtService; Integrated Security=SSPI; Persist Security Info=False"|>
</add>
</appSettings>

iii. Alter the SQL Server information. You can input the IP address or the
computer name.

iv. Alter the “User ID" and “Password”,

V. Save changes.

e) Create the data base and tables.
i Log on to the SQL Server as Administrator.
. Get the .sql file from the Web Service zip you downloaded before.

iii. Double-click this file to create the database and tables, and then click “Execute”.
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Go

SICREATE TABLE [RMSExtService].[dbe].[DocInfo]{[ContentID] [varchar](5@) NOT NULL,
[TemplateName] [nvarchar]({255) NOT NULL,
[Creator] [varchar](5@) NOT NULL,
[FileName] [nvarchar](255 T NULL,
[CreateDate] [datetime] NOT NULL,
[PrintTimes] [int] NOT NULL,
[OpenTimes] [int] NOT 1
[RevocationFlag] [bit]

T NULL,

[IsRevocation] [bit] NOT NULL) OM [PRIMARY]
@0 w
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f) Grant RMS administrator the database operations rights.
i Open “Internet Information Services” (lIS).
ii. Click “Application Pools” in Connections Pane. Then you can get the

account information from Identity column.
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Open SQL Server management.
Navigate to “Security” -> “Logins”.
Check if the RMS administrator account is listed.
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If yes, skip to Step vi.

If not, right-click “Logins", then click “New Login".
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Input the Login name, click OK.
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vi. Grant RMS administrator as the database owner.
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g) Setup the firewall.
i. In SQL Server Configuration Manager, expand SQL Native Client
Configuration, and click “Client Protocols” and right-click “TCP/IP Properties”
to get the default port.
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ii. Run “Windows Firewall” and click “Advanced settings".
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See also
Action Center
Network and Sharing Center

iii. Click “Inbound Rules”.
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iv. Click “New Rule...".
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Select “Port” and then click “Next”.

Rule Type
Select the type of firewall rule to create.

Steps:
@ Fule Type What type of rule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
-

Name @ Port
Rule that controls connections for a TCP or UDP port.

O Predefined:
| BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Select “TCP", then select “Specific local ports”, type the SQL port number, and
click “Next".



Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this nule apply to TCP or UDP?
@ Protocol and Ports ® TCP

@ Action ) UDP

@ Profile

@ Name

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: | 1433
Example: 80, 443, 5000-5010

<Back || MNed> |[ Cancel

vii. Select “Allow the connection”, and then click “Next".

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

Rule Type What action should be taken when a connection matches the specified conditions?

L]
@ Protocol and Ports

) ® Allow the connection
L B3I This includes connections that are protected with IPsec as well as those are not.
L
L]

Profile
N () Allow the connection if it is secure
=me This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

O Block the connection

viii. Choose when to apply the rule.
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Profile
Specify the profiles for which this nle applies.

Steps:

L]
L]
L
L
L

Rule Type
Protocol and Ports
Action

Profile

When does this rule apphy?

[w] Domain
Applies when a computer is connected to its corporate domain.
[ Private
Applies when a computer is connected to a private network location, such as a home
arwork place.
[+ Public
Applies when a computer is connected to a public network location.

Specify the name and description of the rule and then click “Finish”.

Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile

Mame

Name:

[s0L 1433

Description {optional):

<Beck || Frish ||
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